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Mporpama HaB4YaNnbHOI AUCLUNANIHN

1. Onuc HaBYaNbHOI AUCUUNAIHY, il MeTa, NpeaMeT BUBYEHHSA Ta pe3y/ibTaTU HaBYaHHA

1.1. Onuc HaBYaNbHOI AUCUUNAIHN

Hapuanbra mucnmrmurina “be3neka iHGOpMalliMHUX CHCTEM’ TpPH3HAYEHUW ISl BUBYCHHS
METOJIIB Ta 3aco0iB YIpPaBJiHHS JOCTYNOM JO HOCIIB iHQopMalii Ta 6a3 JaHUX, Cy4acHUX
CTaHJapTiB Ta 3aco0iB
KOMIT'IOTEPHHX CHCTEM Ta MEpeX BiJ BTOPrHeHb. HaBuaibHa NUCHUIUIIHA TpU3HAYECHA s
BUBYCHHS METOIB MPOEKTYBAaHHS Ta MPHUIOMIB HACTPOIOBAHHS MPOTPAMHO-TEXHIYHUX 3aC00iB
3aXUCTy OMEPAIIMHUX CHUCTEM, SIKi 3a0e3MeUy0Th CTBOPEHHS BUCOKO 3aXUIIEHUX PO3MOJIIIEHUX
KOMIT FOTEPHUX CUCTEM.

muppyBaHHsS i1 TOOYTOBHM KOMILJIEKCHUX CHCTEM 3aXHCTY

1.2. Meta 1 3aBAaHHA HaBYa/bHOI AUCUUNNIHU

MeToro HaBYaNbHOI JUCIUILIIHY € (POPMYBAHHS y CTYIEHTIB KOMIIETEHTHOCTEH.
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3JATHICTD:

- aHali3y 3aBJaHb Ta HOPMATUBHO-IIPABOBOI 0a3u 3axucTy iH(opMalii B aBTOMAaTU30BAHUX
CUCTEMaX, METO/IIB Ta 3acO0IB YIpaBIIHHS JOCTYIIOM Ta PO3MEXYBAaHHS MpaB KOPUCTYBadiB 0
iH(popMmallli, TPUHOMIB CTBOPEHHS W HACTOIOBAHHS BIJNOBIAHOIO MPOTPAMHO-TEXHIYHOTO
3a0e3reueHHs Ui 3aXUCTy 1HPOPMaLIiHUX PECYPCIB CUCTEM;

- 3aCTOCYBaHHsS CTaHAAPTHUX 3ac00IB Ta AJITOPUTMIB IMOOYJOBH MPOrPaMHO-TEXHIYHOTO
3a0e3neyeHHs A KpUNTOrpadiqHoOro 3axucTy ocoOJIMBO BaXJIMBOI 1H(opMaii Ta (GopMyBaHHS
HEOOX1AHOI KIII0U0BOi 0a3u mudpyBaHHS.

- 3aCTOCYBaHHS METOJIIB Ta MPUIIOMIB BUPILIIEHHS aHATITUYHHUX 3aBJaHb reHepallli BeTUKUN
MPOCTUX YHCEN, PO3PAaXyHKYy KIIOYIB Ta KPUIOCTIMKOCTI Cy4aCHUX CHMETPUYHUX W
aCUMETPUYHUX CUCTEM WIU(PYBaHHS Ta BU3HAUYECHHA iX 0a30BUX XapaKTEPUCTUK.

- 3aCTOCYBAaHHS METOMIB Ta MPOTOKOJIB Uil CTBOPEHHS 4M €()EKTMBHOIO BUKOPUCTaHHS
3ac00iB iaeHTHdiKalii Ta ayTeHTU(IKalll KOPUCTYBayiB Ta iX MpOrpaM y BIJKPUTUX KaHaiax
3B’SI3Ky IIPU OpraHizailii Mepex KOHTPOJIbOBAHO1 O€3MeUHOI Nepeil JaHHUX.

- 3aCTOCYBaHHS ME€XaHi3MIB M MPUIOMIB PO3POOKM Ta HaJIaroJKEHHS OKPEMUX MiACHUCTEM
MOTIePE/DKEHHST BTOPrHEHb Ta KOMIUIEKCIB MporpaM Jjs 3axucTy 1Hopmalii oOMexeHOro
JOCTYIy B MEepe)kax miATpuMKH iHpopMaiitaux Ta Web-TeXHOoIoT 1.

1.3. Pe3ynbTaT BUBYEHHA HABYa/IbHOI AUCLUNANIHU

[Ticns 3acBO€HHS HaBYAIBHOI JUCHMIUIIHK CTYJIEHTH MAarTh MPOJAEMOHCTPYBATH Taki
pe3yJIbTaTh HABYAHHS:

3HAHHA:
- OCHOBHI KOHIICTI{ii CTBOPEHHS I0KAa30BO JIOCTATHIX CUCTEM 3aXHCTY 1H(pOpMaIlii,

- Mozem Adept-50, benna-Jla-TIlagynu Ta iHmi,

- ICHyIOUl MeXaHI3MHU peanizaiii MOoJelel 3axucTy, sKI BIPOBADKYIOThCA B PI3ZHUX
OTIepaIiifHUX CHUCTEMaX Ha OCHOBI ,,MaHJAaTHUX CIUCKIB” Ta ,,CIIUCKIB TOCTYIY ,

- NUISXH peajizallii MpUHIUIIB ,,pO3IIUPEHHS MpaB A0CTyNy  Ta ,,MiHIMaJIbHUX TPUBLICIB”,

- CTaHJapTH, AITOPUTMH Ta PSKUMH peajizallii KpuntorpadiyHoro 3axucty iHdopmariii,

- MeToaM Ta 3acobu (QOopMyBaHHS KIOUIB IMU(GPYBaHHSA, MPOTOKOIM Ta €Talu
ayTeHTHU(IKaIlli cy0’€KTiB Ta MOBIJOMIICHb Y BIIKPUTHUX KaHAJIaX 3B’ 53Ky,

- TIPOTOKOJIM TIPOBENCHHS KOH(MEpeHIid Ta BIAKPUTHX 3aMOBJIIEHb, CTPYKTypy Ta
XapaKTEPUCTUKHU SICKTPOHHUX IJIATIKHUX CUCTEM Ta TUIACTHKOBHX TUIATHKHUX KapTOK,

- BHUMOTHM BIJIOMHX CTaHJApPTIB IIOJA0 KiIacHdikaiii Ta KpUTEPIiiB 3aXHUIIEHOCTI
KOMIT FOTEPHUX CHCTEM BiJl HECAHKIIIOHOBAHOTO JOCTymy 10 iH(opMamii y HampsMKax
KOH(1ACHITIHHOCTI, IIJIICHOCTI, JOCTYITHOCTI, KOHTPOJIHOBAHOCTI.

YMIHHS:

- BHKOHATH 3aKJIIOYHI €Tamd MPOCKTYBaHHS NPH CTBOPEHHI 4M MoaMQiKaiii IiIcucTeMm
3axucTy iH(poOpMalii BiJ HECAHKIIOHOBAHOTO JOCTYIy Ta TMONEPEKEHHS BTOPTHEHb B
KOMIT IOTEPHI CUCTEMH,

- BpaxyBaTd BHMOTH JIO MApOJiB Ta OLIHKK 0Aa30BUX XapaKTEPUCTHK CHCTEM IMapOJIbLHOTO
3aXUCTy, HAMMCATH KOMIUIEKC MPOrpaM JUCKPETHOTO YMPaBIiHHS JOCTYNOM J0 iH(opMallii Ha
HOCISIX YM Ca¥iTi,

- BU3HAUWTU OLIHKMA CKJIAJHOCTI MPOTPaMHOI YW amapaTHOi peami3alii CUMETpUYHHX Ta
aCHMETPHYHUX aIrOpUTMIB Kpunrorpagidaoro zaxucry, anroputmiB DES, 3-DES, SHA, SSL,
RSA, El-Gamal Ta inmmux,



- OLIHWUTH KPUIIOCTIMKOCTI aJIrOPUTMIB, 3aCTOCYBAaTH METOAU Ta AITOPUTMU (POpMyBaHHS
1M(ppOBUX MIJMUCIB Ta CEPTUPIKATIB KIIFOUIB,

- po3poOutu rpadiuHuil iHTEpPEic aaMiHicTpaTopa O€3MeKH,

- BUKOHATHU HAJAro/KEHHS IpOrpaM 3axXUcTy 1HpopMallli, OpraHizyBaTu iX pO3MILIEHHS Ta
BUKOHAHHS Ha pOOOYMH CTaHIIII Ta B KOMIT IOTEPHIM MEPEXKI.

2. MpepeKBi3auTK Ta NOCTPEKBI3UTU AUCUUNAIHK (Micue B CTPYKTYPHO-/IOTiYHIA cXeMi HaBYaHHA
3a BigNOBIAHOI OCBITHLOI NPOrPamoto)

MuixaucuuriinapHi 3B’s3kd: HaBuanbHa JUCHUIUIIHA BIJHOCUTBCS 1O LMKy 3arajibHoOi
(6azoBoi) miArotoBkW. JlucuuriuiiHi nepeayrTh HACTYNHI KypcH: ,,JIuckpeTHa MareMaruka’,
,»ApxiTekTypa KoMmm'toTepiB”, “Omnepauiiini cucremu”’, “IIporpamyBaHHs Ta anrOpUTMIYHI
MoBu”, “YUucenbHi MeTonu”, “O0'eKTHO-Opi€HTOBaHE MporpaMmyBaHHs’’; “OneparliitHi cucteMu”,
“Komn’roTepHi cucteMu’”.

JIMCIMIUIIHOIO  3a0€3MeUyIoThC  HACTYyIHI KYpCH: “ABTOMAaTH30BaHE MPOCKTYBAHHS
KOMIT 10TepHHX cucTeM”, “Komm’roTepHi Mepexi”, “AHani3 1 ynpaBiiHHS BETUKUMH CXOBUIIIAMHU
TaHuX .

3. 3micT HaBYaNbHOI AUCUUNNIHUN

Po3nia 1. Berym.

Tema 1.1 TlpoGnemu 3axucty iHpOpMaIli B KOMIT IOTepHHX cuctemax 1 Mepexax (KCM).
[Tonsartsa HecankmioHoBanoro nocrymy (HC/), BpazmuBocti KCM, 3arpo3u BTOpPrHEHHsI, KaHATY
BUTOKY 1H(opMaIrii.

Tema 1.2 OcnoBHi Hampsimku 3arpo3 HCJl ta kanamm Butoky iHpopmanii 3 KCM. Ilini,
Cy0’€KTH Ta CXeMH aKTHBHHX Ta MACUBHUX BTOPTHEHb.

Po3gin 2. KommiekcHU#M migXig A0 CTBOpEHHA CUCTEM 3axMcTy iHdopMalii B
KOMIT'IOTEePHMX CUCTEMaX.

Tema 2.1 HopmatuBHO-TipaBoBa 0a3za 3axucty iH(opMmaii. IlonsarTs iHdopmarii 3
0OMEXEHHM JIOCTYTIOM Ta CHCTeMH 3axucTy. OCHOBHI HaNpsIMKH 1 3aco0M 3axucTy iHhopMarllii B
KCM.

Tema 2.2 Mogeni cucteM I0Ka30BO JIOCTaTHHOTO 3axucTy iH(popmanii. KonnenrtyanbHa
mozens Adept-50. IToustrs 00’exra i kateropii. Mogaens Jlenninra. [ToHATTS g1oMeHYy O€3MEKH.
Mopnens Jlennsepa. [loHATTS mepuMeTpa BiIMOBIJAIBHOCTI.

Tema 2.3 Marpuuna Mozenb cucteMu 3axucTy bemma 1 Jla-Ilagymu. IloHsaTTs cy0’ekra,
BEKTOPY IMpaB Ta AUCIIETYEpA JOCTYIy. PO3IIUpeHHs mpaB 1oCTyy.

Tema 2.4. Mogaenp cuctemu MoHitopunry Oesmeku KCM. Tlonsarrs dakrtopy 3arpo3u Ta
CTaTUCTHYHOT aHOMaJii. BekTop iHauKaiii anoMarii.

Pozapin 3. InenTudikanis cyd’exkTiB Ta ynpasJiHHSI JOCTYIIOM Ha OCHOBi NMAPOJIBLHOI
CHCTEMH.

Tema 3.1 Inentudikariss KOpUCTyBayiB Ha OCHOBI cHCTeMHU MapoiiB. Bumoru mo maposis.
Cxewma 30epiranns napomuiB B OC Unix.
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Tema 3.2 Amnaniz xapakTepuUCTUK cHCTeMU TmpocTtux mnapoiniB. dopmyna AnzaepcoHa.
[Tpuxnagy.

Tema 3.3 Momudikauii cucremu mnapoiiB. IliATBEp/KEHHS NpaB JOCTYIy Ha OCHOBI
MpoLeAypH OJHOOIYHOTO Ta ABOOIYHOTO ,,pyKOCTUCKAHHS .

Tema 3.4 Log-xypHanu: peecTpaliiiHuii Ta onepariiHuii. MOHITOPUHT O€3MeKN Ha OCHOBI
BeaeHHs kypHaniB B OC Unix Ta Windows.

Po3nin 4. /luckperHe po3Me:KyBaHHSA AO0CTYNYy CYy0’€KTiB K iHpopMauii B 00MesKeHil
MAaTPHYHINA MOJeJi CHCTEeMH 3aXHCTYy.

Tema 4.1 Cnucku noctymy Ta popMyBaHHS Kareropiid kopuctyBadyiB. HaciigyBaHHS mpas.
3amku, K104l Ta ymoBH aoctynmy B OC VAX/VMS.

Tema 4.2 MannaTHi CIUCKHU Ta peajizallis NIPpUHIUNY ,,MIHIMaIbHUX NpuBLIeH”. ManaaTHui
noctymn B OC Unix.

Po3xin 5. /lo koM’ worepHi migxoam moao kpunrtorpagiynoro zaxucry indopmamii 3
00MeKEeHUM J0CTYIIOM.

Tema 5.1 IlludpyBanHsa Ha OCHOBI OJHO Ta Oarato andaBITHUX MiACTAaHOBOK. [IOHATTS
mundpy 1 TaemHoro kmoya. [Hudp Lezaps.

Tema 5.2 HludpyBanus Ha ocHOBI nepectanoBok. udp ,,ckurana”. 3agaui gemndpyBaHHs
Ta KPUITOAHAJI3a.

Tema 5.3 birpamai mmdpu. udp Bixunepa ta xBagpatu Yircrona. IudpyBanbhi
MaII1HH.

Tema 5.4 TIloTtokoBi mmbpu 3 HeEOOME)eHOK JoBkuHOK Kitoua. [ludpyBanus
,,TaMyBaHHsIM .

Po3gin 6. Cumerpumyne mmdpyBaHHs B cHCTeMax 3B’S3Ky 3 BIIKpUTHMH
KOMYHiKaIlisiMHu.

Tema 6.1 Opranizamis mnepead JaHUX B CeKpeTHHX cuctemax 3a lllemHoHOM. 3acobu
MaKCHMi3aIlii eHTPOoITii.

Tema 6.2 IlludpyBanHs Ha OCHOBI uYepeIyBaHHS IMEPECTAHOBOK Ta TMijcTaHOBOK. CHcrema
Jlromidep.

Tema 6.3 ®enepansuuii ctanmapt mudpysanns Data Encryption Standard. (DES). 3aranbha
cxeMa Ta (pyHKIlisi MAaCKyBaHHS 3 KIIFOYOBHMH CIIOBAMH.

Tema 6.4 bnokx ympaminHga kmodamu B DES. Anropurm 3-DES Ta wotupm pexumu
peaizaiii kpunrorpadigHoro 3axucTty Ha ocHoBi DES.

Po3pin 7. AcumerpuuHi cucreMd MUPPYBAaHHST HA OCHOBiI BiIKPUTHX Ta TAEMHHX
KJIIOYiB.

Tema 7.1 HoBe nampasnennst B kpunrorpadii nmo Hiddi 1 Xenmany. HezBopoTHi QyHKIIT B
mudpyBanHi. Tpu cxeMu Ta 3a7a4i KpUNITO3aXUCTY.

Tema 7.2 Cucrema RSA. Mopgynspaa apudmetruka. ANTOPUTM MIBHIKOTO JUCKPETHOTO
noteHooBaHHs. [Tpouecop - akcenepatop RSA.

Tema 7.3. IlpoGnema renepamii Bemukux mnpoctux yucen (BIIYH). Tecr Pabina ta maina
teopema Depma. [lepeBipku Ha nmpocroty. [Ipukmamy.



Tema 7.4. CxemMu Ta anropuTMH pPO3paxyHKiB kimrodiB s cuctemu RSA. Knacuunwmii ta
posmmpenuit anroputMu EBkiina. [lpuknagy.

Po3nin 8. IlinBuieHHsi KPUNOCTIHKOCTI B aCHMEeTPUYHHUX CHCTeMaX U(PYBaHHA.

Tema 8.1 Ouinku kpunroctiiikocti anroputmy RSA. TlopiBasaHS 3 cxemamu DES Ta 3-
DES. Ipuxnann.

Tema 8.2 Cucrema mu¢pyBanus Enp-I'amans. Cxemu Ta airopuTMu po3paxyHKIiB KIIOUIB
g cucreMu Enb-T'amans. [Ipuknaau mudpyBanHs Ta qemuppyBaHHsL.

Po3gin 9. Ayrentudikaumis cy0’€KTiB Ta BCTaHOBJICHHH ,,J0Bipuoro” 3B’A3Ky B
PO3MOJIJIEHUX CHCTEMAX Ta MepeKax.

Tema 9.1 BceranoBieHHs ,,J0BIpH~ cy0’€KTIB HA OCHOBI CUMETPUUYHUX CUCTEM IIM(PPYyBaHHS.
[TonsaTTs MalicTep — KJIF04a Ta 3MIHHOTO - KJIto4a. [I[poTOKOIM BCTaHOBIIEHHS 3B’ S3KY.

Tema 9.2 BeranoBieHHS ,,10Bipu” ¢y0’ €KTIB HA OCHOBI ACUMETPUYHHUX CUCTEM LIU(PYBaHHS.
[TonsTTs ceprudikaty BiaKpuToro kitova. [[poTokoiau BCTaHOBIIEHHS 3B’ SI3KY.

Tema 9.3 BcraHoBIEHHS LUTICHOCTI MOB1IOMJIEHb HA OCHOBI CUMETPUYHHX Ta aCUMETPUYHUX
cucteM mudpyBanHs. [IoHITTS curHaTypu MOBIIOMIICHHS Ta HU(PPOBOTO MIIIHUCY.

Tema 9.4 Opranizariis ,,JOBIpUOro” 3B’sI3Ky B MPOTOKOJAX ,,BIAKPUTHUX 3aMOBJIeHb . [TOHATTS
CJIEKTPOHHUX Y€Ky Ta KBUTAHIIII.

Po3gin 10. CucremMu eJeKTPOHHHUX IJIaTexiB. 3aco0W miABMINEHHS ,,d0Bipun”
BIpTYaJIbHMX BiITHOCHH.

Tema 10.1 IlnactukoBi KapTku sk 0a3a AJad opradizaiii €JIeKTPOHHUX IUIATEXKIB.
Knacudikarris nmaaTiKHUX KapToK. baHKKU — eMITeHTH Ta 0aHKH — €KBalepH.

Tema 10.2 Crpykrypa cucteMu eneKTpoHHUX TuiatexiB. POS- tepminamm. ®DyHkiii Ta
oprasizarfisi IpoIECIHTOBOTO IIEHTPY.

Tema 10.3 barato piBHeBa opranizarisi popMyBaHHS Ta BUKOPUCTAHHS KJIIOUIB MG PYBaHHS.
OyHKIIIT MalicTep-KITtoya, CHCTEMHOT0, KIIIEHTCHKOT0, TOPrOBO-KaCOBOTO Ta CECIMHOTO KITIOYIB.

Tema 10.4 EnexktponHa TopriBisi Ha 0a3i TtexHosorii E-Gi3Heca. besmeka eneKkTpoHHUX
mwiaTexiB depe3 mepexy Inrepner. Ilpotokomu SSL ta SET. lepapxis miamuciB B JOBIPYHUX
BIJTHOCHHAX.
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17.Ctpareris HauioHanbHOi Oe3nexku YKpainu (3aTBepikeHa YkazoM llpesunenra

Vkpainun Big 26 TpaBHs 2015 poxy Ne 287/2015) 7. 3akon VYkpainum “IIpo



HaiioHanbHy Oe3neky (2018) 8. Crpareris kibepoesneku Ykpainu” (BBeneHo B nito

Vkaszom Ilpesunenra Ykpainu Big 15 6epesnst 2016 poxky Ne96/2016)

18.HJI T3I 1.6-004-2013 3axuct iHpopMmalii Ha 00’ e€kTax 1H(HOPMALIAHOT AISUIBHOCTI.
[lonoxeHHsT TPO KaTeropiroBaHHsA 00’ €KTIB,

0OMEIKEHNM AOCTYIIOM, IO CTAHOBUTDH ACPKABHY TAEMHUIIIO.

19.Information Security Handbook for Network Beginners. National Center of Incident

Readiness and Strategy for Cybersecurity (NISC) ver. 2.11e

5. MeTtoguKa onaHyBaHHA HaBYaAbHOI AUCUUNNIHU (OCBITHBOrO KOMMNOHEHTA)

HaBYyanbHUIA KOHTEHT

5.1. CTpykTypa HABYAJIbHOI JUCHUILTIHI

1€ IUPKYIIOE

iHpopMalis 3

HazBu po3ainis i Tem

Ku1pKicTh roauH

Bceworo

VY tomy uncni

Jlexi
1

[Mpaktuyni |JlaGopa-
(ceminap- | TOpHI
CBK1)

CPC

Po3gia 1. Bcryn

Tewma 1.1 IIpoGiemu
3axucTy iH(popMmaIlii B
KOMIT' FOTEPHUX CUCTEMaX i
mepexax (KCM).

Tema 1.2 OcHoBHI
HanpsiMku 3arpo3 HCJI ta
KaHAJIM BUTOKY iH(opMaIii
3 KCM. Lini, cy0’exTH Ta
CXEMH aKTUBHUX Ta
MACUBHUX BTOPTHEHB

Po3aia 2. KoMmiyieKCHU M
miAXiJA 0 CTBOPEHHA CUCTEM
3axucTty iHdpopmauii B
KOMIT'IOTEPHHUX CUCTEMAX.

Tema 2.1 HopmatusHO-
mpaBoBa 0a3za 3aXucCTy
iHbopmartii. OCHOBHI
HAIPSIMKH 1 3aC00U 3aXUCTy
iHpopmariii B KCM.

Tema 2.2 Mogeii cucteM
JIOKa30BO JOCTAaTHHOI'O
3axucTy iHpopMarlii.




KoHnuenryanbHi moaeni
Adept-50,. [Ienninra,
Jlennsepa.

Tema 2.3 MaTtpuuHa Mozieinb
cucteMH 3axucty bemna 1
Jla-ITagymu. [lonsarrs
cy0’eKTa, BEKTOPY IpaB Ta
aucneTdepa A0CTyy.
PosmupenHs npas 1ocTyIy.

Tema 2.4. Monens cucteMu
MOHITOPUHTY O€3IMeKH
KCM. Toustrs pakropy
3arpo3u Ta CTAaTUCTUYHOIL
aHoMaJtii.

Po3zain 3. InenTudikanis
Ccy0’€KTIiB Ta ynpaBJIiHHS
JAOCTYIIOM HA OCHOBI
MapoJIbHOI CUCTEMM.

20

12

Tewma 3.1 Inentudikarris
KOPHUCTYBayiB Ha OCHOBI1
cucTemMu naposiiB. Bumoru
1o mapoJiB. Cxema
30epiranns nmapoiis B OC
Unix.

Tema 3.2 Anani3
XapaKTEPUCTHUK CUCTEMU
IpocTHUX napoitis. @opmyna
AHgnepcona. [Ipuknaau.

Tewma 3.3 Moaudikarii
CUCTEMHU TIapOJiB.
[TinTBEepMKEHHS MpaB
JOCTYITY Ha OCHOBI
MpoIeAYpH OAHOOIYHOTO Ta
JIBOOIYHOTO ,,pYKOCTH-
CKaHHS .

Tema 3.4 Log-xypHanu:
peecTpariiHuii Ta
omnepaniiauii. MOHITOpUHT
0e3MeKr Ha OCHOBI1 BeJICHHS
xypHaiiB B OC Unix ta
Windows




Posaia 4. IluckperHe
PO3MeKYBAHHSA JOCTYILY
cy0’eKTiB K iH(opmalii B
00MeKeHiit MaTPpUYHIH
MoJeJIi CHCTeMH 3aXHCTY.

Tema 4.1 Crincku goctymy
Ta (hOpMyBaHHs KaTeropii
KOPHUCTYBAauiB.
HacninyBanns npaB. 3aMKu,
KJIIOY1 Ta YMOBHU JIOCTYIY B
OC VAX/VMS.

Tema 4.2 ManaTHI CITMCKH
Ta peaizallisi IPUHILINITY
,»,MIHIMQJIbHUX TPUBLIEH .
Manpgatuuii noctyn B OC
Unix.

Po3ain 5. /lo komn'loTepHi
nigxoAu o040
KpuntorpagivyHoro 3axucry
iHgpopmaiii 3 o6MekeHUM
AOCTYIOM.

Tewma 5.1 llludpyBanus Ha
OCHOBI1 OJTHO Ta Oararo
andaBITHUX IMTICTAHOBOK.
[TonsTTsa mudpy 1 TaEMHOTO
kimoua. [udp Lezaps

Tewma 5.2 llludpyBanus Ha
OCHOBI IIEPECTAaHOBOK.
3amadi nemudpyBaHHs Ta
KpHUIITOAHATI3Y

Tewma 5.3 birpamui mudpu.
udp Bixxunepa ta
KBaJpaTH YITCTOHA.
[udpyBansHi MaIHHA

Tema 5.4 Tlorokosi mmdpu
3 HEOOMEKEHOIO JIOBXKUHOIO
kimtoua. [HndpyBanus
,,TAMYBaHHSM .

Po3aia 6. Cumerpuyne
mudpyBaHHs B CHCTEeMax
3B’I3KY 3 BIAKPpUTHMHU

12




KOMYHIKanissMH.

Tewma 6.1 Opranizairis
nepenay JaHuX B
CEKpPETHUX CUCTEMAX IO
[Ilennony. 3acobu
MaKcHUMi3alii eHTpomii.

Tema 6.2 HludpyBanus Ha
OCHOBI Yepe1yBaHHs
MEePECTAaHOBOK Ta
nigcraHoBok. Cucrema
Jlromidep.

Tema 6.3 denepanbHuii
CTaHAapT MU PYBAHHS
Data Encryption Standard.
(DES). 3aranpHa cxema Ta
G yHKITIS MAaCKyBaHHS 3
KJIIOYOBUMHU CJIIOBAMH.

Tema 6.4 biok ynpaBiiHHS
kiouamu B DES.
Anroput™ 3-DES Ta
JOTUPH PEKUMH peatizalii
KpUNITOTpai9HOTO 3aXUCTY
Ha ocHOBI1 DES.

Po3ain 7. AcumeTpuuHi
cUCTeMH IU(PYBaAHHA HA
OCHOBI BIAKpUTHX Ta
TAEMHHUX KJIKOYiB.

26
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Tema 7.1 Hose
HaIpaBJICHHS B
kpunrorpadii mo Hipdi i
Xenmany. He3BopoTtHi
¢byHKIii B mudpyBaHHI.
Tpu cxemu Ta 3amadi
KPHUIITO3aXUCTY.

Tema 7.2 Cucrema RSA.
MopynsapHa apudmeTuka.
AJTOPUTM MIBUAKOTO
JUCKPETHOTO
MOTEHIFOIOBAHHS.
[Tpouecop - akcenepartop
RSA.




Tewma 7.3. TlpoGnema
reHeparlii BeIMKUX MPOCTHX
gyucen (BITY). Tect Pabina
Ta maja reopema Pepma.
[lepeBipku Ha POCTOTY.

Tema 7.4. Cxemu Ta
ITOPUTMHU PO3PAXYHKIB
KITIIOUiB JiJ1sl cucteMu RSA.
Kitacuunmii Ta po3mupeHnii
anroputMu EBkiina.
ITpuknanu

KountpoJsbHa pobora 3
po3ainais 2 - 7

Po3ain 8. IinBumenns
KPHIIOCTIKOCTI B
ACHMMETPUYHHUX CHCTEMAX
mu(ppyBaHHS.

Tewma 8.1 Orinku
KPUITOCTIMKOCTI
anroputmy RSA.
[lopiBHSHHS 3 cXeMaMu
DES Tta 3-DES. Ilpuknaau

Tema 8.2 Cucrema
mudpyBanHs Enp-I"amars.
Cxemu Ta ailrOpuTMH
PO3paxyHKIB KJIIOUIB JJIS
cucremu Enp-I"amans.
[Tpukinanu mudpyBaHHs Ta
nemugpyBaHHS

Po3ain 9. Ayrentudikanisa
Cy0’€KTIB Ta BCTAaHOBJICHHS
»H40BipUYoro” 3B’ 13Ky B
po3noAi/IeHuX CUCTEeMax Ta
Mepexax.

16

Tema 9.1 BcraHoBnEeHHA
,,JJOBIpH” cy0’€KTIB Ha
OCHOB1 CUMETPUYIHHX
CUCTEM MU PYBaHHS.
[IpoToKOIM BCTAHOBIICHHS
3B’ A3KY.

Tema 9.2. BcranosieHHS




,JIOBIpH”’ Cy0’€KTIB Ha
OCHOBI1 aCUMETPUYHUX
CUCTEM IIH(PPYBAHHS.
[Tonsarrs ceprudikaty
BIIKPUTOTO KJIIOYA.

Tema 9.3 BcTtaHoBieHHA
[IJTICHOCTI ITOBIIOMJIEHD Ha
OCHOB1 CUMETPUYHUX Ta
ACUMETPUYHUX CUCTEM
mudpyBanus. [loHITTS
IU(POBOTO MIJAMHKCY.

Tema 9.4 Opranizartis
,»JIOBIPYOT0” 3B’SI3KY B
IPOTOKOJIAX ,,BIIKPUTUX
3aMOBJICeHb . IToHATTS
€JIEKTPOHHUX YEKY Ta
KBUTAHII]I.

Po3aia 10. Cucremu
€JIEKTPOHHUX IJIaTEeXiB.
3aco6u miABUILEHHS
»A0BipHn” BipTya/IbHUX
BiJJTHOCHH.

Tema 10.1 ITmacTukoBi
KapTKH K 0a3a Jis
oprasizaritii e1eKTPOHHHUX
mIaTexiB. banku —
eMITEHTH Ta OaHKH —
€KBaMEPHU.

Tema 10.2 CtpykTypa
CUCTEMHU CJIIEKTPOHHUX
miatexiB. POS- Tepminanm.
OyHKIIIT Ta opraHizaris
MIPOIICCIHTOBOTO IIEHTPY.

Tema 10.3 bararo piBHeBa
oprasizairist opMyBaHHS
Ta BUKOPUCTAHHS KITIOUiB
mudpyBaHHS.

Tema 10.4 Enektponna
TOPTiBJIS Ha 0a31 TEXHOJIOT11
E-6i3neca. IIporoxomn SSL
ta SET. lepapxis mianucis




B JIOBIpYMX BITHOCHHAX.

PI'P 3 po3nainiB 1-8 26 26

[linroToBKa 10 €K3aMEHY 12 12

Ex3amen 4 4
Bceboro B cemectpi: 154 36 - 36 82

5.2. Jlekuiini 3aHATTHA

HasBa temu nekinii Ta nepesiik OCHOBHUX MUTaHb
(nepenik ouoakmuunux 3aco0is, 3aedanusa na CPC 3 nocunauuam na rimepamypy)

IIpobsemn 3axucry iHpopManmii B KOMII'IOTEPHHX CHCTeMaxX i MepeiKax
(KCM). TIlousarrs HecankuioHoBanoro poctyny (HCI), Bpazmusocti KCM,
3arpo3u BTOPTHEHHS, KaHally BUTOKY 1HQopMalii. OcHoBHI Hanpsimku 3arpo3 HC/]
Ta KaHanu BUTOKY iH(opmarii 3 KCM. Lini, cy0’ekTH Ta CXEeMU aKTUBHHX Ta
MaCMBHUX BTOPrHEHb. [ 1, €.56-57 ; 2, c. 63-68 ]

HopmaruBHo-npaBoBa 0a3a 3axucty iHdopmanii. Ilonsarrs indopmamii 3
00OMEXEeHUM JOCTYIIOM Ta CUCTeMU 3axucTy. OCHOBHI HAPSIMKU 1 3aC00U 3aXHUCTY
iHdopmarnii B KCM. Mogeni cucteM J0Ka30BO JOCTATHBOTO 3aXUCTy iH(OpMaIlii.
Konnenryansna momens  Adept-50. IMousattss 00’ekta 1 karteropii. Mogesb
Henninra. IlonstTs nomeny Oesneku. Mopenb Jlenasepa. IloHaTTs mepumerpa
BigmoBiganbHOCTI. [ 3, €. 31-33 ; 2, ¢. 53-54, 74-77, 121-122 ]

Martpuuna moaeab cuctemu 3axucty bemna i Jla-Ilagyam. [TorsaTTsa cy0’exTa,
BEKTOpa IIpaB Ta Jaucrerdepa Aoctymy. Po3mmpenHs npas npoctymy. Mopenb
cuctemu MoHiTopuHry Oe3neku KCM. TlousatTs gakTopy 3arpo3u Ta CTaTUCTHUHOT
anomauii. Bekrop inmukarii anomamiii. [ 1, €.78-84, 58-62 ; 2, c. 69-73, 90-92,
117-120 ]

InenTugikamis KopucTyBadyiB Ha OCHOBI cucreMHu mapoJiB. Bumorum no0
napoiiB. Cxema 30epiranus mapoiiB B OC Unix. AHaji3 XapakKTepUCTHK CHCTEMH
npoctux mapoiiB. ®opmyna Augepcona. [pukmamu. [1, ¢ 65-70. ; 2, c. 104-107 ].

Moaudikanii cucremu mnapoJiB. [liaTBepKeHHS NpaB JOCTYNy Ha OCHOBI
MpoLeaypyd OAHOOIYHOTO Ta JABOOIYHOTO ,,pyKOCTHUCKaHHA . Log-xypHamu:
peecTpariinuii Ta omnepariiHuii. MOHITOpUHT O€3MeKH Ha OCHOBI BEJCHHS
xypraiiB B OC Unix ta Windows. [ 1, c. 71-72; 2, c. 108-112].

Cnucku goctyny Ta ¢opMyBaHHsl KaTeropiii kopucryBauiB. HacninyBaHHs
nmpaB. 3amku, Kiodi Ta ymoBu goctynmy B OC VAX/VMS. MannaTHi crivcku Ta

peaitizallis IPUHIIKITY ,,MiHIMaJIbHHUX TpuBiei”. Mangarauii noctyn B OC Unix. [
1,c117-123. ;2,c. 134-138].

IIndpyBanHsa Ha ocHOBI 04HO Ta 0araTo ajdaBiTHUX MiACTAHOBOK. [IOHATTS
mmdpy 1 TaemHoro kimoda. [Mudp [esaps. HludpyBanHs Ha OCHOBI

nepectanoBok. [ludp ,,cxkurana”. 3amgaui nemudpyBaHas Ta Kpuntoanamizy. [ 1,
€.78-84, 58-62 ;2,c. 69-73,90-92, 117-120 ].

Birpamuai mm¢pu. Hlupp Bixkunepa ta kBagpatu Yirctona. [ludpysanbHi
mamuHu. [ToTokoBi mudpu 3 HeoOMeKeHOI NOBXMHOWO Kitoua. lludpysBanus




,ramyBanusm”. [ 3, ¢. 31-33 ; 2, c. 53-54, 74-77, 121-122 ].

9 | Oprani3auisi nepenay JaHuxX B cekpeTHHX cucremax mo ILllennony. 3acobm
Makcumizanii entponii. IluppyBaHHs Ha OCHOBI YepeAyBaHHS MEPECTAHOBOK Ta
nigcranoBok. Cucrema Jlromidep. [ 1, ¢ 65-70. ; 2, c. 104-107 ].

10 | ®enepaabuumii crangapr mmdpyBanns Data Encryption Standard. (DES).
3aragpbHa cxema Ta (QYHKIiS MacKyBaHHS 3 KJIIOYOBHMHU CIIOBaMH. biok
ynpasiinas kmodamu B DES. Anroputm 3-DES Ta wotupm pexumu peamizarii
kpurnrorpadiqHoro 3axucty Ha ocHoBi DES. [ 1, ¢. 71-72 ; 2, c. 108-112].

11 | Hose nHanpaBjenHs B kpunrorpadii mo Middi i Xeamany. HesBopoTHi ¢pyHKIii
B mu¢pysanHi. Tpu cxemu Ta 3aaa4i kpunrozaxucry. Cucrema RSA. Moaynsipua
apudmeTnka. AJTOPUTM HIBUIKOTO AUCKPETHOro MOTeHIforoBaHHsA. IIponecop -
akceneparop RSA. [ 1, c117-123. ; 2, c. 134-138 ].

12 | lIpoGsiema renepanii Beaukux npoctux ymcena (BIIY). Tect Pabina ta mana
teopema @epma. IepeBipku Ha npoctoty. [Ipukmagm. [1, ¢.71-72 ; 2, ¢. 108-112 ].

13 | Cxemu Ta aJropuT™MHu po3paxyHkKiB KJaUiB 1A cucreMu RSA. Knacuunuii ta
posmupennii anropurmu Eskiina. IMpuknaam. [ 1, 134-136¢. ].

14 | Ouinku kpunroctiiikocti anropurmy RSA. TlopiBusinua 3 cxemamu DES Ta 3-
DES. Ilpuknanu. [ 1, ¢.78-84, 58-62 ; 2, c. 69-73, 90-92, 117-1201].

15 | Cucrema mmdppyBanns Eap-I'amaas. Cxemu Ta anroputMu po3paxyHKiB
KitouiB [uid cucteMu Enb-I'amans. Ilpuknanu mudpyBanHs Ta gemudpyBaHHs.. [

3,C. 31-33;2,c.53-54, 74-77, 121-122 ].

16 | BcranoBieHHs1 ,,0BipH” Cy0’€KTiB Ha OCHOBi CHMETPHYHHX CHCTEM
mmdpyBanns. [loHaTTs malictep — KiIO4Ya Ta 3MIHHOTO - Kiroda. [IpoTokonu
BCTAHOBJICHHS 3B s3Ky. BcTaHoBieHHsS ,,J0Bipu~  CyO’€KTIB Ha  OCHOBI
acUMETpUYHUX cucteM mu@pyBaHHA. [IoHATTS cepTudikaty BIIKPUTOrO KIoya.
[TpoTokosu BcTaHOBIEeHHs 3B s13Ky. [ 1, € 65-70. ; 2, c. 104-107 ].

17 | BcTaHOBJeHHSI HUIICHOCTI MOBiIOMJIeHb HAa OCHOBIi CHMETPHYHHX Ta acCH-
METPHYHHUX cHCcTeM mm@pyBaHHsi. [IOHATTS CUTHATYpPHU TOBITOMIICHHS Ta IUQ-
poBoro mianucy. Opranizaris ,,JOBIp4oro” 3B 3Ky B MPOTOKOJIAX ,,BIAKPUTHX 3a-
MOBJIEHB . TTOHATTS €NEKTPOHHUX YeKy Ta kBuTaHii.[ 1, ¢. 71-72 ; 2, ¢c. 108-112

1.

18 | Ouinkm kpunrtoctiiikocti anroputmy RSA. TlopiBusiausa 3 cxemamu DES Ta 3-
DES. Ilpuknagu. CTpykTypa CUCTEMHU €IEKTPOHHMX IaTexiB. POS- tepminanm.
@DyHKIIIT Ta opraHi3allis MpoIecinroBoro ueHtpy. [ 1, €.78-84, 58-62 ; 2, c¢. 69-73,
90-92, 117-120].

5.3. JlaGopaTopHi 3aHATTH

MeTor0 MpoBEJCHHS IHUKITY JIA0OPATOPHUX pOOIT € mnpuAdaHHS CTyJIEHTAaMU HEOOXiTHUX
MPAKTUYHUX HABUKIB PO3POOKM Ta JIOCHIDKEHHS MAaKETHUX 3pa3KiB MIJCUCTEM 3aXUCTy
iH(popMmalii, sKi SBISIOTH COOOI0 BTUICHHS €()EKTUBHUX IMIAXOJIB Ta aJIrOPUTMIB CTBOPEHHS
KOMIUIEKCHOI CHUCTeMM 3aXMCTy 1H(pOpMalii BiJ] HECAHKI[IOHOBAHOTO JOCTYIY, IOCIiIKEHHS
XapaKTePUCTUK HEOOXIHUX CTPYKTYp [JaHUX, PO3pOOKH Ta HAJIArOLKCHHS  OKPEMHX
KOMIIOHEHTIB iHTep(elcy KoHcomi aaMinicTpaTtopa 6e3mneku mig OC Linux, Windows, FreeBSD 3



3actocyBanHsM MoB Java, C, C++, Python mns gociimkeHHs MeXaHi3MIiB 3aXUCTy B

aBTOMAaTU30BaHUX CHUCTEMAaX PI13HOTO MPU3HAYEHHS.
JlabopaTopHa pobOTa BKIIOYAE:

- TIOCTaHOBKY BXIJHOT 3aja4l,

- TEOpPETUYHI BIAOMOCTI 3 METO/IIB Ta 3aC001B PIIICHHS 3a/1aul,

- aHaJi3 MaTeMaTUYHOIo Ta aIrOPUTMIYHOTO 3a0€3MEUEHH,

- OOrpyHTyBaHHS BUOOPY NMPOTPAMHHX 3aCO0IB TOCTIIKCHHS,

- pO3pOOKY CTPYKTYPHOI CXEMHU B3aEMO/III MIJACUCTEM 3aXHUCTY,

- pe3yJibTaTH BUKOHAHHS MOKPOKOBOI BepU]iKallii alrOpUTMIB,

- IHTepIpeTalis pe3yabTaTiB Ta BUCHOBKH,

- JIUCTIHT MpOrpamH.

- pe3ynbTaTh BUKOHAHHS MOJIEIbHUX €KCIIEPUMEHTIB

- iHTepmpeTarlisi pe3yabTaTiB MOJICITIOBAHHS Ta BUCHOBKH,

- JIUCTIHT MpOTpamu.

Ne . KinpkicTe
Hassa nabGopatopnoi pobotu

3/m ay/1. TOIuH

1 | Po3pobka Ta qoChiKeHHsI MPOTrpamMHOi MiJCUCTEMHU JUCKPETHOTO 2

YHOPaBIiHHA JTOCTYIIOM JI0 OKPEMOTo Hocisl iH(opmallii 3 CKJIaJHOO
CTPYKTYPOIO KaTaJoTiB.

2 | [lporpamyBanHsS Ta JOCHIJDKEHHS TIJACUCTeMH 1AeHTHdIKAIT 2
KOPUCTYBa4iB Ha OCHOB1 MPOCTUX MApPOJIB 3 KOHTPOJIEM BUMOT Ta
CYTIPOBOKEHHSIM KypPHAJIIB.

3 | [IporpamyBaHHS Ta [JOCHIIKEHHS TMIJCUCTEMH ayTeHTHU(IKaIi 2
KOPUCTYBauiB Tix dYac poOOTH 3 BUKOPHCTAaHHSIM ,,[TUTaHb-
BIJIMOB1/IeH” Ta TAEMHUX (DYHKITIH.

4 | IlporpamyBaHHS Ta JOCTIPKCHHS TMIJICUCTEMH MOHITOPUHTY IS 2
BUSIBJICHHSI aHOMAaJTii Ta HeOe3MeuHnX MoAii moo iHpopMmarrii, ska
3aXUIIAETHCS.

5 | Po3pobka mporpamMHOTro MakeTy Hjis JOCHIKEHHS Ta MOKPOKOBOI 2
Bepu(ikamii aaropuTMIB TeHeparlii BEIMKUX TMPOCTUX YHCET 3
dhopmyBanHaM 6a3u ganux BITY.

6 | Po3poOka mporpamMHOro Makery Ui JOCHTIIHKCHHS Ta MOKPOKOBOL 2
Bepudikamii RSA - migcucTeMu  yOpaBiaiHHA — KIIOYaMH,
mudpyBaHHs Ta AemrupyBaHHS TTOBITOMIICHD.

7 | Po3poOka mporpamMHOro Makery I JOCTIKEHHS Ta MOKPOKOBOI 2
Bepudikamii RSA - migcucTeMu  ympaBiaiHHA — KIIOYaMH,
mudpyBaHHs Ta qemUPpyBaHHS TOBIJOMIICHb.

8 | Po3poOka mporpaMHOTO MakeTy s JOCTIIKEHHS Ta IMOKPOKOBOL 2
Bepudikamii DES - migcucremu  popmyBaHHsS ~— cuTHaTYyp,

mrdpyBaHHs Ta qemupyBaHHS MTOBIJOMIICHb.

6. CamocTiiHa poboTa 3406yBaya BMLLOi OCBITU

No Ha3Bu TeMm i muTaHb, 0 BUHOCUTHLCS HA CAMOCTINHE OTMpAI[IOBAHHS KinekicTe

3/m Ta TIOCUJIaHHS Ha HaBYAJIbHY JIITEPATypy rogud CPC




[IpoBecTr MOPIBHSAJIBHUN aHaNI3 IapaMEeTpiB KaHAIIB BUTOKY
indopmanii [ 1, ¢.56-57 ;2,c. 63-68 ]

2 | Hocmigutu crpykrypu moxeneir Adept-50 i lenninra. [ 3, . 31 - 33
; 2, ¢.53-54,74-77, 121-122 ].

3 | Hocmigutu ctpykrypu mozenedr bemna i Jla-Tlagymm. [ 1, €.78-84,
58-62 ;2,c.69-73,90-92, 117-120 ].

4 | OcobmuBocTi peanizaiii mporeaypu napoiis 8 OC Unix. [ 1, ¢ 65-70.
; 2, ¢.104-107 ].

5 | [IpoBectu anaini3 3aco0iB MOHITOPUHTY O€3MEKH Ha OCHOBI BEJCHHS
xypaaiiB B OC Unix ta Windows. [ 1, c. 71-72; 2, c. 108-112].

6 | Hocmiautu ocoOnuMBOCTI MOOYJIOBM MaHJAaTHUX CIHCKIB  Ta
MPUHIKIY ,,MiHIMaIbHUX npuBinen”. [ 1, c117-123; 2, c. 134-138 ].

7 | Po3pobutu  anroputm peamizanii MmHUPpPyBaHHS Ha OCHOBI
nepectaHoBok. [ 1, €.78-84, 58-62 ; 2, ¢. 69-73, 90-92, 117-120 ].

8 | Pozpobutu anroputm  peanizauii MOTOKOBOro IMHUGPYBaHHS 3
HEOOMEKEHOI0 JTOBKMHOIO KJIF0Ya Ha OCHOBI TMEpecTaHOBOK. [ 3, C.
31-33; 2, c. 53-54, 74-77, 121-122 ].

9 | Po3pobutu anroputm peamizamii MmHUPpyBaHHS Ha OCHOBI
yepeyBaHHs MEPecTaHOBOK Ta MiACTaHOBOK[ 1, € 65-70. ; 2, c. 104-
107 ].

10 | Po3poOutu anroput™m peamizailii OJOKYy ympaBiiHHSA KIHOYaMH B
DES. [1,c.71-72;2,c. 108-112].

11 | Po3poOutu cTpyKTypy nporecopy IudpyBaHHs 3a cucteMoro RSA.

[1,c117-123. ;2,c. 134-138].

12 | Po3poOutu anroput™m peanizailii TeHepallii BEIUKUX MPOCTUX YUCE
(BITY). [ 1,c. 71-72;2,¢c. 108-112].

13 | Po3poOutu anroputm peaiizailii po3paxyHKIB KIIOUIB UISI CUCTEMHU
RSA. [ 1, 134-136c¢. ]

14 | IlpoBecTu MOPIBHSAJIBRHUM aHaJi3 KPUOTOCTIHKOCTI anroputmiB RSA
ta DES. [ 1, ¢.78-84, 58-62 ; 2, c. 69-73,90-92, 117-120 ]

15 | Po3pobutu anroput™m peanizamii mudpysanas Ens-I'amans. [ 3, C.
31-33; 2, c. 53-54, 74-77, 121-122 ].

16 | IlpoBecTu MOPIBHJIBHHUMN aHATI3 MPOTOKOJIIB BCTAHOBJICHHS 3B’ SI3KY.
Ta BCTaHOBJICHHS ,JIOBIpH~ CyO’€KTIB Ha OCHOBI aCHMETPHYHHUX
cucteM mmdpysanns [ 1, ¢ 65-70. ; 2, c. 104-107 ]

17 | Po3pobutu aiaroputm peamizamii BCTAHOBJICHHS  ITUTICHOCTI
MOBIJIOMJIEHh HAa OCHOBI CHUMETPUYHHX Ta AaCUMETPUYHHUX CHCTEM
mmmdpysanss. [ 1, . 71-72 ; 2, c. 108-1121].

18 | Po3poOuTH CTPYKTYypHY CXEMH MiATPUMKH CHCTEMH EJIEKTPOHHUX

rarexis. [ 1, C.78-84, 58-62 : 2, ¢. 69-73, 90-92, 117-120 1.




MoniTuKa Ta KOHTPO/Ib

7. NMoniTMKa HaBYaNbHOI gUcuUNAiHN (OCBITHBOro KOMMNOHEHTA)
3aCcTOCOBYIOTLCA HACTYMHI BUMOrM 40 3400yBadyiB:

® BiABiAYBAHHA 3aHATb, AK NIEKLiN, TaK i NnabopaTopHNXx € 060B’A3KOBUM;

® BPAXOBYETbCA aKTUBHICTb Ha NeEKLiAX;

e nabopaTtopHi poboTM NOBMHHI BYTK 3aXMLLEHI NEPCOHAJIbHO i B Y4iTKO BU3HAUYEHi TEPMIHU;

® 3aCTOCOBYETbCA MOJNITMKA WOAO0 akagemiuyHoi gobpoyecHOCTi, BCi 1abopaTopHi poboTM NOBUHHI
6YTM BUKOHAHI NepCOoHasIbHO 3 MOXK/IMBOIO MEPEBIPKOIO Ha NaariaTt

® [04aTKOBO MOXYTb 3aCTOCOBYBATMCh iHLII BUMOIM, WO He cynepeyaTb 3aKOHOAABCTBY YKPAiHM Ta
HOPMATMBHMM AOKYMEHTaM YHiBepcuTeTY.

8. Buau KOHTPO/I10 Ta PEUTUHIOBA CUCTEMA OLLiHIOBAHHA pe3ybTaTiB HaBYaHHA (PCO)

MOTOYHWNI KOHTPO/Ib: EKCMPEC-ONUTYBaAHHSA, ONUTYBaHHA 33 TEMOIO 3aHATTA, MKP

KaneHgapHWiA KOHTPO/Ib: NPOBaAUTLCA ABiYi HA CEMECTP AK MOHITOPWUHT MOTOYHOIO CTaHy BMKOHAHHSA
Bumor Cunabycy.

CemecTpoBUIA KOHTPOb: 33K

YMOBM A0NYCKY A0 CEMECTPOBOro KOHTPOJIIO: 3apaxyBaHHA ycix nabopaTopHMx pobiT Ta cemecTpoBui
PENTUHT He MmeHLLe HixK 30 banis.

PelTuHT cTyneHTa 3 QTUCHMILIIHU CKJIaJaeThes 3 O6aiiB, 0 OTPUMYIOTHCS 3a HACTYITHE:
1. JIBi BiAMOBii MpH JIEKLIHHOMY OMUTYBaHHI 3MICTY HOIMEPeaHbOT JISKIIii.
2. Bukonanus 1-1 KOHTPOJIbHOI pOOOTH.

Cucmema peiimuneosux (6azosux) 6anie ma Kpumepii OYiHIOBAHHSL

1. IloTo4HMI KOHTPOJIb 3aCBOEHHSI JIEKIIMHOTO MaTepiany

Barogsuii 6an - 2. MakcumanbHa KUTBKICTh OalliB Ha BCIX JICKIISIX JOPIBHIOE 2 6anu *9 =
18 Gainis.

2. BUKoHaHHS KOHTPOJBHOT pOOOTH.

Baroguii 6an — 42 (MakcMMaabHO MOKIIMBUI).

IlITpadH1 O0anm 3a:

- BIZICYTHICTh Ha JIeK1ii a00 1abopaToOpHOMY 3aHATTI 0€3 MOBaXXHOI MPUYUHKA - 1 Oal.

YMOBHU MO3UTUBHOI MPOMIXKHOT aTeCTallil

Kanengapuna arectamiss cryneHTiB (Ha 8 Ta 14 TWXKHAX ceMecTpy) HIPOBOIUTHCS
BUKJIaJJa4e€M 3a 3HAUEHHSIM MTOTOYHOTO PEUTHHIY CTyJIE€HTa Ha yac arectauli. s oTpuManHs
"3apaxoBaHO" 3 MepIIOi MPOMDKHOI atecTallii (8-uil THXKACHB) CTYJACHT MOBHHEH MaTH HE
MeHnie Hik 25 OamiB. s oTpumanHs "3apaxoBaHo" 3 Apyroi npoMmixkHoi arectauii (14-uit
TWKJICHB ) TIOBUHEH MaTH HE MeHIne Hixk 50 OaiB.

Jlo icnuTy NOMYyCKaloThbCS CTYJIEHTH, Y SKUX 3apaxoBaHi Bci J1abopaTopHi poOoTu, a
Takox 3HadueHHs R > 30 (30% Big R).

Po3paxynok wikanu (R) peiimunzy:
Cyma BaroBux 0aJiiB KOHTPOJIbHUX 3aXO1B IPOTATOM CEMECTPY CKIIAJIaE:
R=18+42= 60 6ais.



ATecTalliss IPOBOIUTHCS 32 MOTOYHUM PEUTHHTOM CTYyACHTA. SIKIIO MOTOYHUM PEHUTHHT
cknagae He MeHme 50% Big MaKCHUMalbHO MOXJIMBOT'O HA 1€ MOMEHT, CTYJECHT BBa)KA€ThCA
aTECTOBAHHM.

Bci ctynenTn noBuHHI 3'IBUTHCH HAa 3aJliK HE3aleKHO Bia HaOpaHOTO peUTuHry. OIIHKY
Ha 3aJIKy CTYJIEHTH OTPUMYIOTH 3T1THO TaOIHII:

R Ominka Orinka TpaauiliiiHa
ECTS

95...100 A Biaminao

85..94 B Jlobpe

75..84 C Jlobpe

65...74 D 3aJI0BLJIBHO

60...64 E 3aJI0BLJIBHO

R <60 FX He3anoBiabHO

R <30 F Heponymenuu

Sxmio cryaeHT otpumaB 3a peidtuHroM R< 30 6ainiB (Menm Hixk 30% Bix R) 1 mo mouatky
3aJliky BHUKOHAaB HEOOXiJHY IOJAaTKOBY poOOTy (MiABUINMB CBili PEWUTHUHT), TO BIH

AOIIYCKAETHLCA 10 3ani1<y.

Barogsuii 6an 3a 3aiik R ckiagae 40 6adiB 1 0J1ep>Ky€eTbCsl 32 HACTYITHE:

1. BignoBige Ha 2 TEOpPETHUYHI MUTAHHS OLIHIOIOTHCS MakcMMalibHO B 20 6amiB mo 10
OaJ1iB 32 KOKHY BIpHY BIJIIIOBI1/Ib.

2. BignoBigs Ha 2 MpaKTHYHUX MMHTAHHS OIIHIOETHCS MakcuMaibHO B 20 6amu mo 10
OaJTiB 32 KOKHY BIpHY BIAMOBIb.

9. loaatkoBa iHpopmauia 3 aucumnniHm (0CBiTHLOro KOMNOHEHTA)
Mepenik OCHOBHMX NUTaHb, AKI BUHOCATLCA HA CEMECTPOBUIA KOHTPOb:

1. I[Ipobnemu 3axucty iHbOpMaIlii Ta IEpUMETP BIAMOBINATLHOCTI MEXaHI13MIB 3aXHUCTY B KOMII'TOTEPHUX
crCTEMax Ta Mepexax.

2. OcHOBHI HallPsIMKHU 3arpo3 Ta KaHajliB BUTOKY iH(pOpMallii B KOMIT'FOTEPHUX CHCTEMaX Ta MEPEKax.

3. Mogeni cuctem 3axucty iHpopMalii B KOHCTUTYLIHHOMY cyai. Mozaens bemna Tta Jla-Ilagyna Ta ii
BIIPOBAJPKEHHS B KOMII'FOTEPHHUX CUCTEMaX.

4. OCHOBHI HaIlpsIMM 3axXHUCTy 1H(popMaIii Ta 6€3MeKH KOMI'TOTEPHUX CUCTEM.

5. MOHITOpUHT MOJeNli KOMI'IOTEPHOI CHCTEMH Ha OCHOBI JITOPUTMY HAWOUIBIIMX CTATUCTUYHHUX
anomariit (AHCA).

6. InenTudikariis KOpucTyBaya Ha OCHOBI CUCTEMH MPOCTUX MapOJIiB.

7. Moauikaris CHCTEMH IPOCTUX MAPOJIIB.

8. PeectpartiifHi Ta onepariiiti )XypHajaH Ta iX posib y CUCTEMax 3axHcTy iHpopmartii.

9. lndpyBanHsa HAa OCHOBI 0JHO-a0eTKOBUX MijcTaHoBOK. [ndp Llezaps.



10. ®epepanpamii cranpapt CLUA 1t cumeTpuHuX cUCTEM MH(PYBaHHS.

11. AcumerpuuHi cuctemMu mU(PyBaHHS HA OCHOBI BIKPUTHX Ta 3aKPUTUX KIIOUiB. AJNTOPUTM Allb-
I'amana.

12. AcumetpuuHi cucTeMH U(PPyBaHHS Ha OCHOBI BIIKPUTHX Ta 3aKPUTHX KIItOUiB. AnroputM RSA.

13. Hudposi mixmucu Ta MPOTOKOJM ayTeHTH(IKAIIT U1 CAMETPHYHUX CHCTEM 1N (PYBaHHS.

14. Tlporokonu ayreHTH(]iKamii CyO'eKTiB Ta BCTAaHOBJIEHHS KOMYHIKallii B MepeXax Ha OCHOBI
BUKOPUCTAHHS JIUIIE 3aKPUTHX KITIOYIB.

15. BcraHOBIEHHS CHpPaBXHOCTI CyO’€KTiB Yy Mepekax Ha OCHOBI BUKOPUCTAHHS alTOPUTMY
mmdpyBanHs RSA.

16. AyrenTudikaiis cy0'ekTiB y Mepexax 3a JOTIOMOTOl0 BIAKPUTUX KITIOYIB.

17. TlinTBepmXKEHHS CIPaBXHOCTI IOBIIOMJIEHb y Mepekax Ha OCHOBI BHUKOPHUCTaHHS LU(POBUX
MIIINCIB.

18. Ympasninus kirodaMu mudpysanss y 3axucti POS-tepminaiiB Ta 6aHKOMATIB y PEKUMI peaibHOro
4acy Ta B PeXKUMI OH-JIalH.

19. V3aranpHeHa CTPYKTypa eIeKTPOHHOT IJIaTKHOT CUCTEMU

20. Bumoru moAo 3axucTy CyO’ €KTiB BiJl HECAHKI[IOHOBAHOTO JOCTYITy BiIMOBIIHO 1O KPHUTEPIiB
JOCTYITHOCTI Ta CIIOCTEPEKHOCTI

21. 3arayibHi MIX0AM Ta METOAM 3a0€3MeUeHHs OE3MEeKH KOMITIOTEPHUX CUCTEM

Po6ouy nporpamy HaBuYanbHOI gucumnnidm (cnnabyc):

CKnapeHo 3aBigytounii Kapeapor CUCTEMHOrO MPOEKTYBaHHA, AOKTOP TEXHIYHUX HayK, npodecop MyxiH Bagnm
€BreHinosmny

YxBaneHo Kadeapoto cMCTeEMHOro NpoekTyBaHHA (npotokon Ne 3 Big 07.10.2025)

Norop:keHo MeToaunuHoto Komicieto HH INMCA (npotokon Ne 2 Big 09.10.2025)



